
Comparing 6 Popular VPN Solutions

Recently, we focused on the importance of using a 
VPN. Now we’re going to dive deeper and take a closer 
look at 6 popular VPN solutions on the market that are 

both for personal and commercial use: ExpressVPN, 
NordVPN, IPVanish, TunnelBear, CyberGhost and 
Private Internet Access. Note that there is also a vast 
variety of VPN solutions that are enterprise driven, 
maybe one day will take a closer look at them too!

Did you know there are over 300 VPN solutions 
available? Sometimes the differences between 
them are large and easy to identify. Other times, the 
differences are much subtler — like trying to tell the 
difference between a geek and a nerd!

EXPRESSVPN VS NORDVPN
VS IPVANISH VS TUNNELBEAR

VS CYBERGHOST
VS PRIVATE INTERNET ACCESS.

https://www.expressvpn.com/
https://nordvpn.com/fr/
https://www.ipvanish.com/
https://www.tunnelbear.com/
https://fra.privateinternetaccess.com/
https://blog.devolutions.net/2014/01/are-you-geek-or-nerd


We’ll get to the analysis in just a moment. First, we thought it would be helpful to highlight 
someof the key features that influenced our decision making. In addition to the fundamentals — 

such as download speed, privacy and security, logging policy, torrenting, usability, 
upport and price — here is what we looked at: 

 

Simultaneous Connection
This refers to the number of devices that you can connect to your VPN service at the same time with 
a single account. It’s very important to keep all your Internet traffic encrypted without compromising 
security and privacy regardless of whether you’re using a PC, laptop, tablet, smartphone, and/or 
video game console.

Availability
It’s also important to know how many servers the VPN offers, and how many country connections it 
has. The number of servers provides an idea of how much load a VPN can take before slowing down 
due to overwhelming traffic, while servers in multiple countries means that no matter where you go 
(well, maybe not Antarctica) you’ll be able to find a nearby VPN server. Basically, the closer the VPN 
server, the better the speed and reliability of the connection.

Logging Policy
A VPN will hide your web traffic, but in some cases your Internet activity can still be logged and stored 
by the VPN provider itself. To prevent this, make sure that the VPN has a strict No Logs Policy, which 
means they won’t track or store any of your personal data when you use their product.

Kill Switch
In the unlikely event that your VPN connection drops, you’re at risk of using a regular unprotected 
connection managed by your ISP — and you might not even know when it happens! A kill switch 
prevents this by shutting down any apps and preventing access to any websites as soon as the con-
nection is lost.

Payment Method
Remaining completely anonymous is the ultimate goal of having a VPN, but if you pay for your VPN 
directly from your bank account, then you create a trail that easily leads directly back to you. VPN 
providers are trying to solve this by allowing users to pay through cryptocurrencies like Bitcoin.
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SIMPLE CROSS-PLATFORM CLIENT: It’s easy to install 
ExpressVPN on your phone, tablet, desktop or laptop. Plus, 
there are clients for Windows, MacOS, Linux, iOS, Android, 
Blackberry, DDWRT router and Kindle.

HIGH-PERFORMANCE SERVERS: ExpressVPN offers one 
of the fastest upload and download speeds available, which 
makes it a great option for gamers and streamers alike. 
Watching content in 4k resolution is a breeze. You can even 
use the built-in speed test to pinpoint the fastest server 
location (there are 148) in 94 countries around the world.

HIGH SECURITY: ExpressVPN doesn’t take security lightly. 
It uses AES-256 encryption, which is the same encryption 
standard used by the U.S. government and by security 
experts worldwide. ExpressVPN hides your IP address, only 
uses company-owned DNS servers , and mixes your traffic 
with other users to fully protect your privacy.

TOP-NOTCH CUSTOMER SUPPORT: ExpressVPN goes 
above and beyond to offer outstanding customer support. 
They have a 24/7/365 live chat support (which is always 
promptly answered), and they also have a ticketed email 
system.

COST: Great service and features aren’t cheap, so it’s not 
surprising that ExpressVPN is one of the most expensive 
VPNs out there.

ONLY 3 DEVICES CAN BE CONNECTED SIMULTANEOUSLY: 
Most VPNs let you have 5-7 simultaneous connections, but 
ExpressVPN will only allow 3 simultaneous connections, 
which is a little disappointing.

ExpressVPN is packed with multiple features and is easy to 
use. It’s perfect for anyone who isn’t too computer-literate, 
but it’s also good for geeks and experienced VPN users. It is 
an excellent choice for anyone who values privacy and security 
above all.

EXPRESSVPN IS A HIGHLY SECURED VPN THAT IS SIMPLE AND INTUITIVE TO USE.
IT OFFERS GREAT SUPPORT AND A VAST RANGE OF FEATURES THAT ARE GOOD

FOR BOTH BEGINNERS AND EXPERTS.

WHAT WE LOVE WHERE IT NEEDS IMPROVEMENT

WHO IT’S FOR

ExpressVPN doesn’t offer a free 
version. It costs $8.32/month for a 
12-month plan, $9.99/month for a 
6-month plan, and $12.95/month 

for a month-by-month plan. There is a  
30-day money-back guarantee, so feel free to 
give it a test drive risk-free.
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DEDICATED IP ADDRESS: NordVPN lets you choose a 
dedicated IP address to access IP-restricted networks for 
$70/year (not for all locations though). NordVPN is one of 
the best VPNs out there if you want a static IP, so the extra 
cost might be worth it.

DOUBLE VPN:  NordVPN has a couple of VPN features 
that encrypt Internet traffic not once, but twice. First, your 
connection goes through a VPN server, which changes 
the external IP address and encrypts the traffic. Then, it 
goes through a second server in another location, which  
re-encrypts the traffic. Arguably, double encryption probably 
isn’t necessary for most users, but it can be valuable (or 
required) if you need a high level of security.

DNS LEAK PROTECTION: NordVPN has DNS Leak 
protection to prevent the DNS server from sending 
unencrypted requests outside a secure VPN tunnel. It’s very 
important to ensure that all online traffic originating from 
your computer is routed through the VPN network!

USER-FRIENDLY: NordVPN has a sleek and intuitive 
interface, which makes it easy to use for less experienced 
users. It installs quickly and can be configured manually.

SPEED CAN VARY DURING PEAK HOURS: Depending 
on peak hours, there can be variations in speed. From our 
experience the changes aren’t really a big deal, but it’s worth 
mentioning so you know what’s ahead.

PRICEY MONTH-TO-MONTH PLAN: If you subscribe to a 
1-3 year plan, the price is quite reasonable. However, we’re 
surprised by the month-to-month pricing, which is on the 
expensive side.

NordVPN is very intuitive and is suitable for all users who 
need strong security and privacy.

NORDVPN IS HIGHLY SECURE, OFFERS STRONG PRIVACY, AND SUPPORTS TONS OF RICH FEATURES 
INCLUDING MALWARE PROTECTION.

WHAT WE LOVE WHERE IT NEEDS IMPROVEMENT

WHO IT’S FOR

NordVPN doesn’t offer a free 
version. As noted above, the yearly 
plans are affordably priced: $2.72/
month for a 3-year plan and $6.99/

month for a 1-year plan. The 6-month plan is 
also pretty good at $9.00/month. However, the 
month-by-month plan is $11.95/month, which 
makes it one of the pricier options (for example, 
it’s about 20% more than IPVanish). There is a 30-
day money-back guarantee, but if you want your 
money back it’ll take another 30 days — so keep 
that in mind.
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VOIP WITH IPVANISH: Using IPVanish for VoIP will help 
lower your international calling costs, because you can 
change your virtual calling location. Plus, once you’re 
connected to the server, IPVanish will encrypt your video 
and voice conversations for strong privacy and security.

UNLIMITED BANDWIDTH: There’s no limit to the amount 
of data you can transfer. By connecting to IPVanish you’ll 
make your traffic unreadable and avoid ISP throttling, which 
is a bigger deal now because of the death of net neutrality.

CYCLE IP ADDRESSES: One really cool IPVanish feature 
is the Cycle IP Addresses option, which will automatically 
change your IP address at regular intervals. This makes it 
much more difficult for hackers and other bad guys to hunt 
you down.

UP TO 10 SIMULTANEOUS DEVICES: IPVanish lets you 
securely connect up to 10 devices simultaneously with a 
single account. Clients are available for Windows, macOS, 
Android, iOS, Android, Chromebook, Amazon Fire TV, Linux 
and more, offering end-to-end encryption for all your 
devices.

7-DAY TRIAL: Most VPN providers offer a 30-day money-
back guarantee, so we were a little disappointed that 
IPVanish only offers a 7-day money-back guarantee.

SLOW SUPPORT: We’ve noticed a lot of users complaining 
about the extremely slow response time of IPVanish email 
support, so keep that in mind. We didn’t test their email 
support as part of our evaluation, but we did access their 
online chat help and found the response time to be very 
quick.

IPVanish users will love the number of powerful features. 
However, it’s a bit on the complicated side, which probably 
makes it more suitable for advanced users vs. VPN newbies.

IPVANISH LETS YOU SURF THE WEB WITHOUT A TRACE, PROVIDING PRIVATE CONNECTIONS,
FAST SPEED AND ONLINE FREEDOM.

WHAT WE LOVE WHERE IT NEEDS IMPROVEMENT

WHO IT’S FOR

There is no free version available. 
A 1-year plan costs $6.49/month, a 
3-month plan costs $8.99/month, 
and the month-by-month plan is 
$11.
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FREE VERSION ON MULTIPLE DEVICES: Unlike most VPN 
vendors, TunnelBear offers a free plan. However, the free 
plan has a limit of 500MB month, which basically means that 
you can use it for email and light web surfing, but gaming 
and streaming shows and movies isn’t an option. On the 
free plan you are able to access all of the servers (except 
for the Australian one). Clients are available for iOS, Android, 
macOS and Windows, and there is a browser extension as 
well.

VERY USER FRIENDLY: When you first land on their 
website, you’ll be amused and charmed by the adorable 
bear theme that you’ll find throughout their entire site. The 
friendly design makes it less confusing for users who aren’t 
as tech savvy. TunnelBear is easy to setup and easy to use, 
only showing you the basic settings and not confusing you 
with tons of additional options.

INDEPENDENTLY AUDITED FOR SECURITY: TunnelBear 
is one of the most transparent VPNs out there. They go as 
far as having an independent organization audit their VPN 
for security, and they publish the results for all to see. Plus, 
they use the findings to make improvements. Wow!

GHOSTBEAR: GhostBear, often called stealth VPN, is a neat 
TunnelBear feature that will help you defeat VPN blocking 
by hiding the fact that you’re actually using a VPN. Simply 
enable GhostBear to encrypt your VPN data and make it 
less detectable. Note that this is only available for Windows, 
macOS and Android.

NO TORRENTING: If your plan is to use a VPN for torrenting 
or P2P, then TunnelBear isn’t for you. Due to laws in Canada, 
TunnelBear does not permit any of it.

CAN’T INSTALL ON A ROUTER: If you want to install 
TunnelBear directly on your router for increased protection, 
then you’ll need to look for another VPN provider. TunnelBear 
doesn’t support installation on routers.

TunnelBear is great for anyone new to the world of VPNs. 
If you’re a more experienced user and want more advanced 
and sophisticated features and configuration options, then 
you probably want to look at some of the other products on 
this list.

TUNNELBEAR IS A CANADIAN-BASED VPN THAT IS NOW OWNED BY MCAFEE. IT’S A SIMPLE
AND HASSLE-FREE VPN THAT EASILY BRINGS ONLINE PRIVACY TO EVERYONE.

WHAT WE LOVE WHERE IT NEEDS IMPROVEMENT

WHO IT’S FOR

TunnelBear offers 3 plans: Little, 
which is free with 500MB of data 
every month, Giant, which is a month-
by month plan at $9.99/month, and 

Grizzly which is a 1-year plan at $5.00/month 
and unlimited data. Like Goldilocks and the three 
bears (or in this case, Goldigeek and the three 
TunnelBears), your task is to pick the plan that is 
juuuuussstt riiiiggghhht for you.
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TOR COMPATIBLE : If you’re located in a country with strict 
censorship laws, then the power to layer your VPN with the 
TOR network can be quite useful to get as close as possible 
to complete anonymity. CyberGhost is one of the few VPN 
providers that offers this feature.

OUTSIDE THE 14 EYES: CyberGhost (recently acquired 
by Kape Technologies PLC, formerly Crossrider) is located 
in Romania, a country well known for their emphasis on 
privacy. Romania is “outside of the 14-eyes” which is also a 
key consideration for some users who don’t want their data 
shared with other governments. (The 14 eyes are the U.S., 
U.K. Australia, Canada, New Zealand, Denmark, France, the 
Netherlands, Norway, Germany, Belgium, Italy, Sweden and 
Spain.)

EASY TO USE AND INSTALL: CyberGhost is easy to 
install and has a clean and uncluttered UI. It’s great for less  
tech-savvy users, who will be up and running quickly.

BLOCK ADS: Some VPN providers offer an add blocker, but 
this is usually a browser extension. CyberGhost does things 
differently by blocking ads directly on their server, so there’s 
no processing on the client-side — which means less data 
is transmitted directly to users. However, some users might 
view server-side processing as a privacy risk.

CUSTOMER SUPPORT: CyberGhost live support is only 
available during working hours, which is fine — if you live in 
Romania! But if you’re based in the U.S., Canada, Australia 
and many other countries, you’ll need to wake up extra 
early (or stay awake extra late) to connect with support staff. 
However, you always have the option of sending in a help 
ticket. The bad news is that it can take a while for them to 
respond. Frankly, building their customer support would 
really improve things.

COST: As noted below, the month-by-month price for 
CyberGhost is on the high side compared to some of the 
other products that we’re highlighting.

CyberGhost is a great VPN service that offers many useful 
features that will satisfy advanced users. At the same time, 
the simple UI is good for VPN newbies.

CYBERGHOST IS A FAST AND POWERFUL VPN WITH STRONG ENCRYPTION. 
IT’S EASY TO USE, WHILE STILL PROVIDING PLENTY OF FEATURES.

WHAT WE LOVE WHERE IT NEEDS IMPROVEMENT

WHO IT’S FOR

There is no free version available. A 
3-year plan costs $2.75/month, a 
2-year plan costs $3.50/month, a 
1-year plan costs $5.99/month. If 

you want to pay monthly then you’re looking at 
$11.99/month — which puts it on the higher 
end. There is also a 7-day free premium trial, and 
a 30-day money back guarantee.
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LARGE NUMBER OF SERVERS: PIA has a whopping 3402 
VPN and proxy servers, which are spread across various 
locations in 33 countries.

GREAT FOR TORRENTING: If you’re searching for a 
VPN provider that won’t restrict or monitor any of your 
connections —  not even P2P file sharing — then PIA might 
be the VPN for you. There are no restrictions on torrenting.

SOLID SECURITY FEATURES: PIA offers a wide range of 
security features like IPv6 leak protection, a VPN kill switch, 
anonymous IP, and multiple levels of encryption. By default, 
PIA uses 128-bit encryption, but you can switch it to 256-
bit for an even more secure connection. And if you really 
want to elevate to another level, you can boost your data 
authentication to SHA256 and your handshake to RSA-4096.

GREAT SPEED FOR THE PRICE: Speed is an important 
aspect of any VPN. And while there are ways to tweak the 
configuration to increase the velocity, it ultimately comes 
down to the servers. PIA isn’t as fast as ExpressVPN, but it’s 
pretty close — and the price can’t be beat!

NO LIVE CHAT: We were a bit disappointed to learn that 
there’s no live chat option. The only way to get help is by 
filling out a form. I guess we can see where some of the cost 
savings comes from!

LOCATED IN THE US: PIA is based in the U.S., which is an 
issue for some users who aren’t thrilled with the amount of 
power that the government has in terms of monitoring data, 
and potentially passing it along to law enforcement agencies 
for additional investigation (not that anyone reading this 
would do anything illicit or terrible, but you know what we 
mean!)

With their lack of live support, this might not be the best 
VPN for beginners. However, it’s a good choice for more 
advanced users who want strong security at a really cheap 
price.

PRIVATE INTERNET ACCESS (PIA)
IS A FAST, POPULAR AND VERY AFFORDABLE VPN SERVICE.

WHAT WE LOVE WHERE IT NEEDS IMPROVEMENT

WHO IT’S FOR

It will cost you a mere $2.91/month 
for a 2-year plan, $3.33/month on a 
1-year plan, and $6.95/month if you 
want to pay month-by-month. There 
is also a 7-day money back guarantee.
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Here’s a comparative table for a quick glance at some important 
features and information about each of the reviewed VPNs:

CONCLUSION
And there you go, folks! Let’s never forget that adding an extra layer of security shouldn’t be seen 
as optional. We hope that you find this analysis helpful, and that it makes your task of finding the 
right VPN service much easier.

YOUR TURN…
If you know of any additional advantages and/or drawbacks of any of the VPNs that we evaluated, or if you’d 
like to highlight a service that isn’t on the list (there are over 300 on the market so there’s plenty of choice!), 
then please share your insights and advice by posting below.

The above descriptions of ExpressVPN, NordVPN, IPVanish, TunnelBear, CyberGhost and Private Internet Access 
provide only a summary of their respective specifications. Please consult their websites for further details.


