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MODES

Recently, we took a , Which integrates with
and provides authorized just-in-time access to resources in segmented networks. Today,
we are going to dive deeper and explain the Devolutions Gateway adaptive connection modes.
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Regular Connection Flow

The regular connection flow uses the Devolutions Gateway to reach a destination server that is normally not
directly accessible from the client:

1. Remote Desktop Manager requests a short-lived authorization token from Devolutions Server.

2. Remote Desktop Manager connects to Devolutions Gateway using the authorization token.

3. Devolutions Gateway validates the authorization token, then connects to the destination server.

Once the connection is established, the Remote Desktop Manager client [A] is connected to the destination
server [C] through Devolutions Gateway [B], like this:

A<>B<>C

If direct connectivity between A and C is possible, it is not attempted. And if the destination server [C] is not
reachable by Devolutions Gateway [B], the connection fails.

Attempt Direct Connection

While it is recommended to enforce connections through Devolutions Gateway at all times, some customers
would rather bypass it when a direct connection is possible, like this:

A<>C

A common scenario is to make a direct connection when physically present in the office, and use the Devolutions
Gateway to work from home without using a VPN. Here are the steps:

In the connection entry properties, under VPN/SSH/Gateway, select Connect if unable to ping/port scan as
the Devolutions Gateway connection mode:
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VPN/SSH{Gatenay | Settngs (Devolutons Gateway) | Advanced |

General

Type | Devolutions Gateway

Connect if unable to ping/part scan
Not enabled

Default -

. Advanced Mode

@ RDP (Microsoft Remote

Desktop)

i Varizbles Search property £ oK Cancel

Local connection bypass

With this mode, Remote Desktop Manager will connect to Devolutions Gateway if direct connectivity testing (ping,
port scan) fails. You can also change the kind of test that is used to determine if the destination server is reachable
or online:

_
) Remote Desktop Manager - IT-HELP-DVLS [Default]

ST Is Oniine

BT
Oniine detection Default - Ping -

L5 User Interface Default -Ping
|| 6o Offline on connection
% Custom Fields. Fing

= General

@ Description

@ Entry Information

‘Connection v
Security v
View -

@D Advanced Mode
@ RDP (Microsoft Remote
Desktop)
= [ o | oma |
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Local connection check

Note: since ping requests are often blocked by the firewall, the port scan may prove to be a more reliable method.

Connection Performance

It may be tempting to bypass Devolutions Gateway when on the local network, as a way to improve connection
performance. This habit is often due to the equivalent Bypass RD Gateway for local addresses option in the
Microsoft Remote Desktop Gateway:

% RD Gateway Server Settings

Remote Desktop
< Connection

Connection settings
OA ically detect RD Gateway server settings

O Use these RD Gateway server settings:
Server name: rdg.ad.it-help ninja

Logon method: Ask for password R4

B Bypass RD Gateway serverfor local addresses _

(_) Do not use an RD Gateway server

Logon settings
User name: Mone specified

“fou will be asked for credentials when you connect to this RD
Gateway server.

B Use my RD Gateway credentials for the remote computer

RD Gateway - Bypass for local addresses
The Devolutions Gateway is significantly faster than the RD Gateway, because it doesn't have the same protocol

overhead. The chances are that most users won't notice the difference. However, testing for direct connectivity
costs a few seconds every time, which is definitely noticeable.

Attempt Alternate Hosts

Remote Desktop Manager supports connecting to alternate hosts when the primary host is not reachable,
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which is a common scenario in high availability deployments with redundant servers. When this feature is used,
Devolutions Gateway will attempt connecting, in order, to the list of alternate hosts [D] when the connection to
the primary host failed [C], like this:

A<>B<>D

In the connection entry properties, under Description, select Manual as the alternate host type, and then enter
a list of hosts right below:

M) Remote Desktop Manager - IT-HELP-DVLS [Default]

@ ety Information

Connection

@ VPN/SSH/Gateway o
Alternate host
hostL.ad.it-help. rin
host2.ad. it-help. ninf
host3.ad it-help.ninjal
Other
[ Advanced Mode | |Expires after 4/5/2023 - & ..
RDP (Microsoft Remote
Desktop)
= ERETN

Alternate Hosts - Manual

Customers who would rather be prompted to select one host from the list can use the Prompt alternate host

type:

(W) Remote Desktop Manager - IT-HELP-DVLS [Defauit]

Prompt - | [ Biow custom hosté

o et S [ —
@ RDP (Microsoft Remote.
Desktop)

= Vericbles | aiternate B o | concel
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Alternate Hosts - Prompt
Note: the Allow custom host option is not supported with the Devolutions Gateway since Devolutions Server

needs to know the complete list of destination servers before the connection is initiated.

Questions or Comments?

We hope that you find this information useful. If you have any questions or comment about adaptive connection
modes in Devolutions Gateway, or any other aspect/feature of this product, please let us know. You can comment
below, or connect with us through our Forum.
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